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Abstract:  With the increase in the system scale and informatization level of the critical national infra-
structures, the electromagnetic security in extreme electromagnetic environments such as the high-altitude elec-
tromagnetic pulse, the intentional electromagnetic interference and the geomagnetic storm has attracted more
attention. Unlike conventional electromagnetic events such as the lightning and the overvoltage in power sys-
tems, extreme electromagnetic environments are small-probability but high-risk events whose impact mecha-
nisms and evaluation methods are quite different. And the conventional reliability analysis. which adopts the ex-
pected value indexes, is difficult to effectively evaluate and manage the risks related to extreme electromagnetic
environments. In this context, this paper presents a triangular pyramid model for the study of electromagnetic
security of critical infrastructures. Then taking the power grid as an example, it discusses the implication and
significance of electromagnetic resilience to critical infrastructures, and finally makes a proposal for the future
study of electromagnetic resilience.
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Table 1 Comparison of characteristics of typical extreme electromagnetic environment

EM main frequency . main vulnerable equipment in power grids radius of
amplitude . .
threat range and its effect phenomena influence

disturbance or damage to the generator con-
trol system.
insulation problems at the winding ends of
0.1~100 MHz(E1l) 50 kV/m(E1) transformers &. reactors.,
HEMP 100 kHz below(E2) 10~100 V/m(E2) DC biasing of high voltage transformers.
0.1 mHz ~1 Hz(E3) 30~85 V/km(E3)  fault of SCADA system in power grid.,

hundreds of
kilometers~

thousands of

. . . kilometers
incorrect operation of relay protection,
flashover of distribution insulators and failure
of distribution transformers, etc.
dozens of kV/m~  failure of secondary equipment such as power several meters~
IEMI  300MHz~ tens of GHz e v campment P )
hundreds of kV/m  grid SCADA and relay protection system tens of kilometers

hundreds of kil ters~
GMD 0.1 mHz~0.1 Hz 1~10 V/km DC biasing of high voltage transformers undreds o 1(.Jme s
thousands of kilometers
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