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Recognition of complex electromagnetic environment under

cyberspace countermeasures
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(College of Electronic Science and Technology, National University of Defense Technology, Changsha 410073, China)

Abstract: This paper presents the characteristics of complex electromagnetic environment, introduces the
more complex electromagnetic environment under cyberspace countermeasures, analyzes the attack on early
warning radars by hazards deception jamming in complex electromagnetic environment in detail, and discusses
the protective measures to strengthen cyberspace security of radar warning system. In addition, it puts forward
three points of view about relations of cyberspace countermeasures and complex eleclromagnelic environment.
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Fig. 1 Structure diagram of radar early-warning system
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Fig. 2 Structure diagram of early warning radar receiving system
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Fig. 3 Relations between network electrical countermeasure, electronic countermeasure and cognitive domain,
information domain and physical domain
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